Cisco SYSTEMS

Q&A

Cisco Router and Security Device Manager

GENERAL QUESTIONS

Q. What is the Cisco Router and Security Device ManégBM)?

A. Cisco SDM is an intuitive, Web-based device-manaaertool for Cisco 105Software-based routers. Cisco SDM simplifies roatel
security configuration through smart wizards, whiteiip customers quickly and easily deploy, configand monitor Cisco Systefnuter
without requiring knowledge of the Cisco I0S Softevaommand-line interface (CLI).

Q. How do | order Cisco SDM?
A. Cisco SDM is factory installed on all Cisco 180802 and 3800 series routers both non-bundle andi®@KUs.

On Cisco 1700 Series, Cisco 2600XM, Cisco 2691¢d&8700 Series, Cisco 7204VXR, 7206XVR, and Cisg@17Cisco SDM is factory installed
on the security bundles (K9) and optionally ordérain all other SKUs.

On Cisco 831-SDM, Cisco 836-SDM, Cisco 837-SDMcGiSmall Business 100 Series, Cisco 850 SeriesCauh 870 Series Cisco SDM
Express is factory installed on the router flagid a Cisco SDM CD is bundled with the router.

For routers that did not ship with Cisco SDM pré&atied, Cisco SDM can be downloaded free of chémym the Software Centeyn Cisco.com.

Q. How many devices can Cisco SDM administer?
A. One. Cisco SDM is a tool for configuring, managiagg monitoring a single Cisco router. Each Ciseder is accessible with its own copy
of Cisco SDM.

Q. What primary features are supported in Cisco SDM?
A. Please refer t€isco SDM Data Sheet

Q. Which Cisco routers and Cisco 10S Software reledses Cisco SDM support?
A. The supported routers and Cisco I0S Software reteare listed in Table 1.

Table 1. Supported Routers and Cisco 10S Software Releases

Router Cisco 10S Software Version
Cisco Small Business 101, 106, and 107 e 12.3(8)YG or later
Cisco 831 and 837 e 12.2(13)ZH or later

e 12.3(2)T or later
Cisco 836 e 12.2(13)ZH or later

e 12.3(2)XA or later

e 12.3(4)T or later
Cisco 851, 856, 871, 876, 877, and 878 e 12.3(8)YI or later

All contents are Copyright © 1992—-2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 1 of 11


http://www.cisco.com/pcgi-bin/tablebuild.pl/sdm
http://www.cisco.com/en/US/prod/collateral/routers/ps5318/product_data_sheet0900aecd800fd118.html

Router Cisco |0S Software Version
Cisco 1701, 1710, 1711, 1712, 1721, 1751, 1751-V, 1760 and 1870V e 12.2(13)ZH or later

e 12.3(13)T3 or later

e 12.3(1)M or later

Cisco 1801, 1802, 1803, 1811, and 1812 e 12.3(8)YI or later
Cisco 1841 e 12.3(8)T4
Cisco 2610XM, 2611XM, 2620XM, 2621XM, 2650XM, and 2651XM Multiservice e 12.2(15)ZJ3 or later

Routers, and Cisco 2691 Multiservice Routers
e 12.2(11)T6 or later

e 12.3(1)M or later
Cisco 2801, 2811, 2821, and 2851 e 12.3(8)T4 or later
Cisco 3620, 3640, 3661, and 3662 e 12.2(15)Z2J3 or later

e 12.211)T6 or later

e 12.3(1)M or later
Cisco 3725 and 3745 e 12.2(15)ZJ3 or later

e 12.2(11)T6 or later

e 12.3(1)M or later
Cisco 3825 and 3845 e 12.3(11)T or later
Cisco 7204VXR, 7206VXR and 7301 e 12.3(2)T or later

e 12.3(1)M or later

* No support for B, E, or S train releases on Cisco 7000
routers

Q. Does Cisco SDM reflect the changes made by theo€bther Cisco SDM sessions?
A. Cisco SDM is designed to allow users to configheerbuter with both Cisco SDM and the CLI.

When Cisco SDM is launched, it reads the existimgfiguration and presents the features that it stpras available for configuration changes
through the UIl. Other aspects of the configuratimat Cisco SDM does not understand are preservedrbunot configurable through the UI.

Q. Can Cisco SDM be used by multiple users on the samter at the same time?
A. A common scenario for Cisco SDM is to have one oramsers who are monitoring the router concuryeanttl at the same time another user
may use Cisco SDM to modify the router configunatiouter.

It is not recommended that multiple users use Cisco SDMddifinthe configuration at the same time. Althougisco SDM permits this scenario,
it does not assure consistent or predictable mesult

Q. How am | ensured that Cisco SDM is a secure managetool?
A. Several safeguards are used to help ensure thetsatea Cisco router with Cisco SDM is secure:

« Restricted Cisco SDM clients—The hosts that arenatbto access Cisco SDM (and the router HTTP spoagr be configured through the
Ul page Additional Tasks > Remote Access > Managehecess

¢ Signed applets—Cisco SDM is a Cisco signed appset;sumust explicitly permit the download of theleppo their workstation.
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¢ SSHv2 or SSHv1—Cisco routers can be configured titraCisco SDM for SSHv1 or SSHv2. If SSH is enaldadhe router, Cisco SDM
uses SSH to communicate Cisco 10S CLI with theeout

* HTTPS (Secure Sockets Layer [SSL])—Cisco SDM detinetpresence of the SSL support in the HTTP semwdmrecommends to users
that they use the HTTPS protocol. With this chdieecommunication between your workstation anddiseo router is secured with the
SSL. Supported in most browsers, SSL enables irdtiom to be encrypted through the 56-bit Data Eptioyn Standard (DES) or the more
secure 168-bit Triple DES (3DES).

Q. Does Cisco SDM support configuration over a WAN lafter the router has been configured locally?
A. Yes. Cisco SDM can be used to configure the WAK.|B¥kbps or above is recommended for better peidoce.

Q. Why is Cisco SDM implemented in Java?

A. Cisco SDM was developed as a client-heavy apptinati order to minimize the impact of Cisco SDMronter performance. Java is the
industry standard for cross-platform applicatidtsrich feature set and user-interface librariesraCisco SDM to provide a highly professional
and esthetically appealing user interface.

Q. How many languages does SDM support?
A. Seven, English, Japanese, Simplifed Chinese, Fr&mtman, Spanish and Italian

SYSTEM REQUIREMENTS
Q. What are the minimum requirements of the browsentlworkstation to support Cisco SDM?
A. Cisco SDM is supported on Windows-based PC platfoand industry-standard browsers only:

« Windows 2003 Server (Standard Edition), WindowsP¢Bfessional, Windows 2000 Professional, WindowsANX Workstation
(Service Pack 4), and Windows ME.

« Japanese, Simplified Chinese, French, German, Sipand Italian language OS Support: Windows XPd&2sibnal, Windows 2000
Professional and installation of the respectivgleaye pack.

Note: Windows 2000 Advanced Servemist supported by Cisco SDM.

« Internet Explorer 5.5 or later or Netscape 7.1 a2d
¢ Java Virtual Machine (JVM) built-in browsers recadr Java plug-in (Java Runtime Environment Verdi@n2_05 or later)

Q. Is Java Plug-in Java Runtime Environment (JRE) sttpd, if yes which JRE version is supported?
A. Yes, Cisco SDM supports JRE version 1.4.2 or |dRE is required to enable IPS feature in Cisco SBIMother features in Cisco SDM
(except IPS) are supported with built-in JVM in tirewser.

Q. How much space will SDM take on router's flash?

A. Cisco SDM requires minimum of 6.1 MB of free Flaskmory (in the first partition, if the Flash memadsypartitioned) on the router.
Cisco SDM Express requires minimum of 2.1 MB o&ffdash memory on the router. Cisco Wireless Mamag file requires additional
2 MB. Rest of the SDM files can be installed onHred disk.

Q. Does SDM use router's CPU and DRAM when launchethfthe router?
A. Cisco SDM by itself has negligible impact on rou®#U and DRAM since it utilizes PC’'s CPU and DRAMridg its execution. Every
instance of Cisco SDM launched from the router gpmme HTTP(s) and Telnet/SSH session to the router.
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DOWNLOADING, UPGRADING, AND INSTALLING CISCO SDM

Q. How do I know if | have Cisco SDM Express or Ci®bM loaded on router flash?

A. The quickest test is to connect your PC to the &wembered Ethernet port with a cross-over camdetmowse to http://<router ip-adress>
and see if SDM Express or Cisco SDM launch poiprésent on the resulting web page. Please refeisth Router and Security Device Manager
(SDM) Quick Start Guidéor PC configuration. Alternatively, you can use CLI to check that the Cisco SDM files are prégethe router Flash
memory: enteshow flash and look for the Cisco SDM file set: es.tar (fas€® SDM Express), sdm.tar (for Cisco SDM), ips(tar IPS),

wlanui.tar (for Cisco WLAN Application), home.tdrpme.shtml, common.tar, and sdmconfig-xyz.cfg.

Q. How do | upgrade my router in order to run Ciscdv&D
A. Reference the detailed documentation for this m®edhttp://www.cisco.com/go/sdnRefer to the documeitownloading and
Installing SDM.

Q. How do I upgrade Cisco SDM files on the router?
A. Cisco SDM supports two upgrading methods, from &€imam or from a local PC. Launch the upgrade feafiiam “Tools” menu in Cisco
SDM.

¢ From Cisco.com: Cisco SDM files are downloaded from Cisco.conthi®local Cisco SDM management station, and therCikco SDM files
are uploaded to routendote: A CCO account is required.

* From alocal PC: If you have the latest Cisco SDM files on thedlo€isco SDM management station, you can uploadoCsDM files to routers
from the station.

You must ensure that the HTTP ACLs allow backingQigco SDM files from routers to a local Cisco SbiMnagement station, and that the
Remote Copy Protocol (RCP) ACLs allow copying neiacG SDM files from a local Cisco SDM managemeatish to routers.

. How do I install Cisco SDM files on my PC?
Please refer tBownloading and Installing Cisco Router and Segubdiévice Manager

. Does Cisco SDM installed on PC offers same featasgSisco SDM installed on the router flash?
Yes, Cisco SDM on PC also allows you to use SDvhémage other routers running proper 10S image emétwork. However, SDM on

PO PO

PC does not support reset the router configurdtidvianufacture default.

How do I link Cisco SDM Express with Cisco SDM ialéed on my PC?
Cisco SDM Express provideisco SDM launch tool.

How do I launch Cisco SDM WLAN Application?
Cisco SDM WLAN Application can be launched from @isSDM/Configuration > Interfaces and Connections

What is SDM WLAN Application?
Please refer t€isco Router and Security Device Manager: WLAN

How do | upgrade the IOS image on the routers?
Please refer t@isco Router and Security Device Manager File Manaent

>PO PO PO PP

HOW DOES CISCO SDM WORK?
Q. What is the communication mechanism between Cig&id &nd the Cisco router?
A. Cisco SDM communicates with routers for two purgose access the Cisco SDM application files fowdimad to the PC and to read and
write the router configuration and status. CiscdvBises HTTP(s) to download the application filednfstar, home.tar) to the PC. A combination
of HTTP(s), Telnet/SSH is used to read and wrigertiuter configuration.
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Q. How does Cisco SDM deliver configuration changeth&Cisco router?

A. For Cisco I0S Software Releases 12.3M and 12.336aC8DM uses a method that batches Cisco I0S apafign commands together and
delivers by HTTP(s) to the router. For earlier Gi$0S Software releases, Cisco SDM uses RCP asafsport. In both cases Cisco SDM relies
on Telnet/SSH access for communication to the rdotenteractive Cisco |IOS commands.

Q. How do | access Cisco SDM from the browser clieatkstation?
A. Cisco SDM prefers to communicate over SSL (HTTRShe router for both local and secure remote mamagt; you have the choice to use
the less secure HTTP.

Q. How does Cisco SDM support the advanced users vistotey validate the Cisco 10S Software configunatienerated by Cisco SDM?

A. Cisco SDM allows advanced users to pre-review thiecGnfigurations that Cisco SDM is about to detite the router. SDM users can enable
the “Preview CLI” option under the Edit > Prefereridenu item in Cisco SDM. Additionally, SDM useemncexport the running configuration as

a text file through File > Save Running Config © menu option.

Q. How do | update IPS signatures using Cisco SDM?
Please refer t€isco Router and Security Device Manager: Intruflosvention Systems

How can | backup the router configuration usingcGiSDM?
Cisco SDM File Menu provideSave Running Config to PC function to backup the router configuration.

- How can I use Cisco 10S Autolnstall feature anchv@isco SDM installed on router?

. Cisco SDM can now be ordered with a no factory aléf@onfiguration option. Use ROUTER-SDM-NOCF or BOER —SDM-CD-NOCF

part numbers to let manufacturing install Cisco Silhout a factory default Cisco IOS configuratidihen the Cisco router starts up for the first
time (without a factory default configuration) itlinitiate the standard Autolnstall sequence.uBe Cisco SDM on such a router make sure the
10S configuration contains the following lines

PO PO P

Loggi ng buffered 51200 war ni ngs

ip http server

ip http access-class 23

ip http secure-server

ip http authentication |ocal

ip http timeout-policy idle 600 |life 86400 requests 10000

access-list 23 permt 10.10.10.0 0.0.0.7
usernane usernane privilege 15 secret 0 password

line vty 0 4
access-class 23 in
privilege level 15
| ogi n | ocal
transport input tel net
transport input tel net ssh

line vty 5 15
access-class 23 in
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privilege level 15

| ogi n | ocal

transport input tel net
transport input telnet ssh

Q. How does Cisco SDM handle unsupported interfaces?

A. For unsupported interfaces such as ATM, Cisco SDidmatically detects if the interface supports siggtfieatures, CBAC, cryptography,
access group, and NAT. If the security featuresapported, you can use Cisco SDM to configuresduairity features to the unsupported
interfaces.

You need to configure the unsupported interfacarpaters directly through the CLI.

Q. How does Cisco SDM handle unsupported Access Rules?
A. Unsupported rules contain syntax or keywords ti#1%loes not support, such as time-based rules. ipested rules may affect the way the
router operates, but are marked as read-only by SDM

Q. How does Cisco SDM handle external-defined Accads$®?

A. The external-defined access rules are the rulé<Stbil was not used to create. External-definedsscogles are marked as read-only by SDM.

Q. Can Cisco SDM be used to configure a router witiPabasic Cisco 10S image, e.g. without FirewalV&N feature set?
A. Yes, you can use Cisco SDM to configure other abédl features such as LAN and WAN interfaces, nmufirotocols, access lists,
and QoS Policies. However, if a certain featumeosavailable, such as a firewall or VPN, Cisco SBighbles the Ul pages for that feature.

Q. What is a management policy?

A. The management policy feature allows the routeriaidtnator to easily create a rule to block managetnaccess (Web- and SNMP-based
management applications) to the router exceptdecific remote management hosts or networks. Sunhreagement policy is inherently more
secure than opening the router to be remotely meaidg by any external network or host.

To create a management policy launch Additionak¥asRouter Access > Management Access.

Q. Where are the configuration changes made by CiBdd Sored?

A. Configuration changes are delivered to the routésraatically when a wizard is successfully finistmcthanges are applied in Cisco SDM
configuration pages. The router’s running configiora(in DRAM) is modified, and optionally the raarts startup configuration (in NVRAM) is
modified. You can also choose to save the configardile to your PC using th8ave Running Config to PC option.

Q. What files are required for Cisco SDMReset to Factory Default feature to work?

A. Cisco SDM replaces the current startup configunatiith a factory or default configuration and threfoads the router. The default
configuration files are contained in the Cisco Shhge in Flash memory with the names, sdmconfigeofg, where theoxx string denotes
the relevant router platform.

After aReset to Factory Default, the next invocation of Cisco SDM begins with Startup Wizard.

Q. How do I know if the configuration on my router dorms to Cisco network security recommendations?

A. Cisco SDM provides a security audit feature. Whemked, Cisco SDM Security Audit checks your routenfiguration against a list

of Cisco recommended settings, and presents yduawiéport card. This report card informs you alpmiéntial security problems identified.
You can then instruct Cisco SDM which problem(sfixpand Cisco SDM then corrects the problemsyfau.
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Q. Will | be blocked from accessing Cisco SDM by applya security audit or one-step lock-down?

A. The Cisco SDM Security Audit feature by defaultitsraccess to the HTTP service by configuring aress class that permits access from
only directly connected network nodes. This setiigws subnets of all inside interfaces to actiessouter with HTTP. Similarly, applying a
default firewall policy through the firewall wizasdr Firewall Policy page will block the user fraocessing Cisco SDM from an outside interface.
A warning dialog box is shown to the user beforehsan access list or firewall policy is appliediie router. It is recommended that Cisco SDM
should be launched from an inside interface bedipgdying a default firewall policy on the router.

Q. What list of Service Providers does SDM Dynamic Déu@port?
A. Dynamic DNS is supported for the following listsdrvice providers

e www.justlinux.com
¢ www.zoneedit.com

¢ dup.hn.org

« members.dyndns.org
e www.dyns.cx

¢ cgi.tzo.com

* members.easydns.com

Q. What features are enabled or disabled by the @pelstk-down function?
A. Table 2 lists all the actions that one-step locks@erforms:

Table 2.  Actions Performed by One-Step Lock-Down

One-Step Lock-Down Action Items Cisco |10S Software Equivalent

Disable Finger Service no service finger

Disable Packet Assembler/Disassembler no service pad

(PAD)

Disable Small Servers (TCP and User no service tcp-small-servers

Datagram Protocol [UDP]) no service udp-small-servers
Disable BOOTP no i p bootp server
Disable Identification Service no ip identd

Disable Cisco Discovery Protocol no cdp run

Disable Source Routing no i p source-route

Enable Password Encryption service password-encryption

Enable TCP Keepalives for Inbound and service tcp-keepalives-in

Outbound Telnet Sessions service tcp-keepalives-out

Sequence Number and Time Stamps of All service timestanps debug datetinme |ocaltinme showtinezone nmsec
Debug and Log Messages service timestanps |log datetinme |ocaltime showtinmeout nsec

servi ce sequence-nunbers
Enable Cisco Express Forwarding or ip cef
Distributed Cisco Express Forwarding

Cisco 10S Software Autosecure Residues no ip gratuitous-arps

Minimum Password Length security passwords min-length 6

Lock Access to Console or vty Line after security authentication failure rate 3 |og

Unsuccessful Attempts
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One-Step Lock-Down Action Items

Tune Scheduler Interval or Allocation

Set tcp synwait Time to 10 Seconds

Text Banner

Enable Logging for Security and Sequence
Numbers with Input for Logging Server

For Cryptographic Cisco IOS Software
Images, Enable Secure Shell (SSH) Protocol
and Serial Control Protocol (SCP) for Access
and File Transfer

Set SSH Timeouts and Retries to the

Minimum Possible

Disable SNMP if Not Being Used

Enable NetFlow on Software Forwarding

Platforms

Disable Internet Control Message Protocol

(ICMP) Redirects

Disable Proxy-arp

Disable Directed Broadcast

Disable MOP Service on Ethernet Interfaces

Disable ICMP Unreachables on All Interfaces

Disable Mask Reply Messages

Disable Sending Unreachable Messages to
the Source for the Packets that are Discarded
or Routed to NULL

Cisco 10S Software Equivalent
schedul er interval 500

schedul er all ocate 4000 1000
iptcp synwait-tinme 10
banner ~

Aut hori zed access only!

Di sconnect | MVEDI ATELY if you are not an authorized user! ~
| oggi ng on

| oggi ng console critical

| oggi ng trap debuggi ng

| oggi ng buffered 51200

!

ip ssh tine-out 60

ip ssh authentication-retries 2
!

line vty 0 4

transport input ssh telnet (def:
1

Tel net)

Only Disable SNMP:
no snnp-server

int <all-interfaces>

ip route-cache flow

int <all-interfaces>

no ip redirects

int <all-interfaces>

no i p proxy-arp

int <all-interfaces>

no i p directed-broadcast
int <all-Ethernet &astEt hernet _i nterfaces>
no nop enabl ed

int <all-interfaces>

no i p unreachabl es

int <all-interfaces>

no i p nmask-reply

int null O

no i p unreachabl es

INTEROPERABILITY AND RELATIONSHIP TO OTHER CISCO APPLICATIONS

Q. How do Cisco SDM and the Cisco Router Web SetuptSRRtool relate to each other on my Cisco 830 Senaters?

A. For Cisco 830 Series routers, either the Cisco &deb Setup tool or Cisco SDM can be used forigardtion. CRWS is ideally suited for
simple WAN access configuration of Cisco 830 Semegers. Cisco SDM should be used when securitfigorations (firewall, site-to-site VPNSs,
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NAT, ACLs, etc.) are required or the Cisco 830 sseant a more secure method of managing their r®(fier example, SSL- or SSH-based
management). Here’'s the link to the document fatching a router from CRWS to SDM:
http://www.cisco.com/en/US/products/sw/secursw/A888rod_installation_guide09186a0080404969.html

Q. How do Cisco SDM and Cisco IP Solution Center (I8Zate to each other?

A. The Cisco ISC offers a highly scalable security agment solution for Cisco 10S Software routers @istto security appliances. The Cisco
ISC can cost-effectively scale to 10,000 or monaades. Cisco SDM complements network operationseceiNOC)-based centralized management
tools such as the Cisco ISC by aiding the deployraEbAN, WAN, and security features at the devieeel.

Q. How do Cisco SDM and CiscoWorks VPN/Security Mamaget Solution (VMS) relate to each other?

A. CiscoWorks VMS offers an enterprise-class, cemealimanagement solution for Cisco 10S Softwareersuand Cisco security appliances.
Cisco SDM complements NOC-based centralized managetools such as the Cisco ISC by aiding the depémt of LAN, WAN, and security
features at the device level.

Q. How do Cisco SDM and Cisco P1Device Manager relate to each other?

A. Cisco PIX Device Manager is a secure, Web-baseitel@vanagement tool for Cisco PIX security applencisco SDM is an intuitive,
secure, Web-based device management tool embedthéd the Cisco I0S Software-based routers. BotistaCisco PIX Device Manager and
Cisco SDM, can be launched from a common Windowskstation to manage Cisco PIX Firewall or Cisco I8&tware routers, respectively.

Q. How do Cisco SDM and Cisco QoS Device Manager (QD&te to each other?

A. Cisco QoS Device Manager was a web-based applicfiticconfiguring QoS Policies on some select med¢ICisco Routers. Cisco QDM
has now been End of Life and is not longer avadlaBisco SDM now supports configuration of QoS q@e$ on router interfaces and VPN tunnels
(except EzVPN Remote). Additionally Cisco SDM sugipanonitoring of QoS policies using NBAR basedlagapion traffic analysis and protocol
discovery.

Q. How do Cisco SDM and Cisco Auto-QoS Enterpriseuisatelate to each other?
A. Cisco Auto-QoS Enterprise is a feature in Cisco t@8utomatically create QoS policies on WAN indeds based on the real-time traffic
analysis. Cisco SDM allows the user to view AutoSQ@generated QoS policies.

Cisco SDM does not use Auto-QoS commands for QdiSypoonfiguration on the router but relies on mtzailQoS CLI (MQC) and NBAR
protocol discovery engine. Please also refeitzo Router and Security Device Manager: Qualitervice

Q. How do Cisco SDM Role-based Access and Cisco I08sRaased CLI access feature relate to each other?
A. Role-based CLI access CLI Views feature was initially introduced ingt 12.3(7)T release of Cisco routers. In 12.3(&Vesal critical
enhancements to this feature were committed to nbaenpatible with Cisco SDM.

Cisco SDM leverages the role-based CLI accessrie&iuprovide 4 factory default access profilesmiwistrator, Firewall-Admin, Monitor,
and EasyVPN Remote. All manually created accesilgsdor views) are treated as Monitor (or Readifpmiew by SDM.

To add users with specific access profiles launehfigure > Additional Tasks > Router Access > Usecount/CLI Views. Please refer to
Cisco Router and Security Device Manager Role-Bésmess

LIMITATIONS AND WORKAROUNDS

Q. Is there a limitation on the size of the configioatthat Cisco SDM can handle?

A. No, there is no inherent limitation on the sizethaf configuration file, but very large files thaeanore thar250 KB can lead to slower
performance of the user interface.
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Can NTP time be overridden by manual settings endlter?
No, if the router has already synchronized withXié> server, manual settings will not change thaeoclock.

Is Channelized T1/E1 supported by Cisco SDM?
No.

O PO PO

. Does Cisco SDM reflect the changes made by theo(S&M WLAN GUI?
A. Cisco SDM does not load the changes made on naeles# specific parameters, such as interfaces addsarvers through the Cisco
WLAN Application automatically. Use Cisco SDREfresh feature to reload the changes made by Cisco WLARNIli&ation.

Q. Can | use Cisco SDM WLAN Application to configuréogal authenticator (AAA) to serve as a stand-alanthenticator for a small
wireless LAN?

A. Yes, please refer tGisco Router and Security Device Manager: WLAN

Note: You mustenter 1812 as the authentication portl&i® as the accounting port.

FOR MORE INFORMATION
For more information about Cisco Router and Seg@vice Manager, visittp://www.cisco.com/go/sdrar contact your local Cisco account
representative.
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